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Summary

Ofcom’s strategy of spectrum liberalisation as miedi in the Spectrum Framework Review (SFR) is
based on allowing market forces to drive improvétiency of this scarce resource. One method of
increasing efficiency is though bandsharing. Thed&pendent Audit of Spectrum Holdings”, known
as theCave Audit, addressed the issue of public spectrsege and the potential for bandsharing.

The criteria and methodology used for these radiatrission interference measurements on radar are
still under-development and the results here at@limesults. Further measurement and modelling
work will be reported on by the end of 2007.

There are now several bodies in place to addreenia bandsharing implementation. Ofcom now
have in place a Cave Audit Implementation team bade had the Public Spectrum Safety Test
Group (PSSTG) operating for the last 12 months. HB8TG includes representation from the public
spectrum regulators (MoD, CAA, and MCA), radar mfaeturers, radar experts. The UKSSC has
introduced a new “Bandsharing” subgroup. In additimdustry has formed the Bandsharing Forum,
a body which aims to focus industry activities @navide a single point of contact for the regulator

In April 2006, bandsharing measurements were made&vo S-band maritime radars using a target
generator to provide a set of simulated targets. raldar probability of detection (Pd) was monitored
for a reduction when the interference levels wererdased. The interference sources used were
AWGN, GSM, 802.11b, 802.11g, 3G, OFDM.

There are different requirements and different ap@nal conditions for each of the radar operators
and regulators such as the Civil Aviation AuthoiBAA), the National Air Traffic Services (NATS),
the Ministry of Defence (MoD) and the Maritime a@dastguard Agency (MCA). After consultation
with the CAA, NATS, MoD, MCA, BAe and Thales a pisional Pd level of 90% in the absence of
interference was agreed for these tests.

A limited set of data was obtained due to problemih the setup of the radars and the target
generator. More detailed measurements would beiregtjun order to reduce measurement
uncertainties.

The Pd was monitored using both a PC-based mamjtddol to extract “raw”data before the PPI
display processing, and also by monitoring theet@rgn the radar PPI display.

The results show the relative impact of differerddulation schemes and demonstrate that systems
with channel allocations significantly less thae ttadar channel width might be able to operate at
higher powers than wideband systems such as 3Gi-&ii ¥t further investigation of the results is
required.
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In addition, interference to the Wi-Fi system wasnitored by looking the data throughput versus
different levels of interference. The Wi-Fi link ajity was varied using attenuators, effectively
changing the Wi-Fi access point to laptop distaffdee effective radar to Wi-Fi distance was also
varied using attenuators. The initial results shinat for a weak Wi-Fi link the radar starts to
significantly affect the Wi-Fi at distance of abduto 2 km, and for a strong Wi-Fi link this distan

is reduced to about 100 to 200m.

A simple dynamic frequency selection (DFS) dematetr system was used which monitored the
environment for radar signals and when this wasaletl the control software check whether the
radar frequency coincided with the Wi-Fi channeid af so the Wi-Fi channel frequency was
changed. This was successful in removing the ietenfce from the radar screen.
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1. Introduction

Ofcom’s strategy of spectrum liberalisation as misdi in the Spectrum Framework Review (SFR)
based on allowing market forces to drive improvétiency of this scarce resource. One method of
increasing efficiency is though bandsharing. Thed&pendent Audit of Spectrum Holdings”, known
as theCave Audit addressed the issue of public spectrum usageharubtential for bandsharing.

There are now several bodies in place to addrenia bandsharing implementation. Ofcom now
have in place a Cave Audit Implementation team bhade had the Public Spectrum Safety Test
Group (PSSTG) operating for the last 12 months. HBETG includes representation from the public
spectrum regulators (MoD, CAA, and MCA), radar mfacturers, radar experts. The UKSSC has
introduced a new “Bandsharing” subgroup. In additimdustry has formed the Bandsharing Forum,
a body which aims to focus industry activities @navide a single point of contact for the regulator

The primary frequency band of interest for thewdiitis of the PSSTG has been 2.7 to 3.4 GHz which
includes S-band radar for all of the public spettholders. The PSSTG have over the last 12 months
carried out a series of tests to look at interfeeefnom Ultra Wideband (UWB) devices to radar. This
work has helped develop initial criteria for asgagsadar performance and a methodology for
carrying out the testing. A bandsharing trial wasried out in April 2006, which built on this
experience but using a range of interference seutbat are representative of the types of
communications systems that might be employed &wdbharing, if the bandsharing criteria were
met, and once any additional bandsharing technodmdpyancements had been made to the system to
allow safe sharing. This report describes the Haemitsg testing work carried out in April 2006.

In addition to identifying the interference to radihe interference from radar to the communication
systems was additionally tested. Also, a simpleadyic frequency selection (DFS) demonstrator
system was tested to give an example of a bandsghiial using bandsharing technologies. Previous
commercial work was carried out in 2002 deployingtsa DFS system, however the information was
not available in the public domain. The system wassavailable for this testing, so the simple DFS
system shown in the report was developed by ERAtHer purposes of replicating these tests. It
should be noted that there are on-chip DFS desgadlable which currently work in the 5 GHz
range. However, an on-chip DFS solution demonstrat@s not available in time for this testing.
These on-chip solutions can be modified to workhim 3 GHz band and could be an elegant solution
for sharing with radar.

! “Spectrum Framework Review”, Ofcom, ¢8lovember 2004
2 “Independent Audit of Spectrum Holdings”, Profasktartin Cave for Her Majesty’s Treasury, Dec 2005.
Ref: PSSTG-REP2V1.2
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There are many types of systems that could be datedi for bandsharing. Ideally, future bandsharing
comms systems should be considered as TechnologydeHowever, in practice, the only way to
consider technology neutrality is to use a rangeuofent systems that cover a range of signal/syste
types so that this should provide evidence forfallure systems. The communications system
modulation schemes testing in this work were GSO2.81b, 802.11g, 3G, and OFDM. In addition,
AWGN was used as a reference source.

Two radars were used for the bandsharing trialigdesed radar B and radar C. The previous UWB
trials used the same radar B as the bandsharaig, taind also another radar designated radar A.

The radars were monitored by assessing the PragatfilDetection (Pd). No IF measurements were

made due to timescales and unavailability of acdesshe radar IF. There were considerable

difficulties in setting up the radars and targeteyators and the results presented in this repert a

indicative as more exhaustive testing would be irequto reduce measurement uncertainties and
allow concrete conclusions to be made.

1.1 Spectrum Liberalisation and Bandsharing

Ofcom’s strategy of spectrum liberalisation as miedi in the Spectrum Framework Review (SFR)
based on allowing market forces to drive improvéitiency of this scarce resource. Spectrum will
change hands through spectrum trading, bandshapegtrum clearance programmes and auctions.
Efficiency will be driven by pricing. In turn, spieem users will be protected from increases in
interference through the use of spectrum rights.

The commercial sector spectrum usage, and somécmg®ctrum holders spectrum, is defined by
WT Act Licences which cover transmit rights only.drder to allow efficient trading, more consistent
parameters are required to define spectrum rightprasently many different parameter sets and
interference modelling tools are used for differgpies of service. In addition, liberalisation regs
spectrum usage to be technology neutral as faroasile. This has led to the requirement for
transmit rights to be defined by Spectrum UsagéRi¢SURS) that take account of these isSuess
suggested that SURs should also include receitsris well as transmit rights, defined by Spectrum
Quality Benchmarks (SQBs), as discussed furthevhel

8 “Spectrum Framework Review”, Ofcom, ¢8lovember 2004

* “Technology-neutral spectrum usage rights”, OfcBeport 1721/TNR/FR/1, Aegis Spectrum Engineering,
10" Feb 2006
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© ERA Technology Ltd



16
PSSTG Series - Report 2

Whereas some Public Spectrum Holders (CAA, MCA)enhbwenses defining their transmit rights,
due to issues of Crown Immunity, WT ACT licencesrwat be granted for MoD spectrum use
without a change in legislation. Therefore a complitary and parallel definition of spectrum rights
is required. The Spectrum Framework Review and espent Cave Auditidentified Crown
Recognised Spectrum Access (CRSA) as an appropoatdor achieving this. In addition, CRSA
can provide a solution for receive only systems tvarently are not protected from interferencerfro
outside the UK such as Radio Astrondmyhe pricing of spectrum as defined by RSA will be
achieved through applying Administrative Incent®écing (AIP) which will be based on opportunity
cost algorithm Once again, it is seen as importiaatboth transmit and receive rights are defined
within RSAs. RSA will be linked to some idea of thgectrum quality that recognition confers, which
will be analogous to SQB for the liberalisation w@xi. There are subtle differences between licgnsin
and RSA, as RSA does actually try to define rigbtshe spectrum.

The implementation of spectrum liberalisation, dnerefore for instance bandsharing, is dependent
upon the application of SURs, SQBs, RSA and AlP.

Spectrum Rights (both SURs and RSAs) allow thendedn of transmit rights, security of tenure,

consideration in spectrum planning. In addition,RSUand RSAs should be both convertible and
tradable. The UKSSC subgroups are shown belowudial the additions identified in the Cave

report and also including the PSST Group and tltigoouced ERA Technology Test Facility.

I I I
Bandsharing PSEPG IFPG IBFG
Group

PSSTG

Ofcom Outsourced Test Facility (ERA) J

Blue indicates new groups; grey indicates revised reporting arrangements

Key: UKSSC: UK Spectrum Strategy Committee; PSSPG: Public Safety Spectrum Palicy Group; NFPG: National Frequency
Planning Group; NFAP: National Frequency Assignment Panel; IFPG: International Frequency Planning Group; IBPG: International
Broadcast Planning Group; WGRSP: Working Group on Radio Site Clearance Policy.

ME: Additions made by author are PSSTG and Ofcom Cutsourced Test Facility (ERA)

Figure 1: UKSSC subgroups including links to PSST@&nd the ERA outsourced test facility.

® “Independent Audit of Spectrum Holdings”, Profasktartin Cave for Her Majesty’s Treasury, Dec 2005.
¢ “Recognised Spectrum Access as applied to RadimAsmy”, Ofcom, 1% Oct 2005.

Ref: PSSTG-REP2V1.2
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1.2 Potential Bandsharing Solutions

There are a number of possible routes to achiebegdsharing and some of these are already
employed to allow existing bandsharing. These smistinclude:

Transmission Power Control (TPC). TPC can keepasigtrength efficient, using only enough
power to reach active users rather than using famamipower output. In addition power control
can be location aware and exclusion zones candugified.

Frequency/Geographic solutions

o0 Frequency allocation can be used where there age leegions where particular
frequencies are not used.

o Detect and Avoid/Dynamic Frequency Selection (DH3}S on-chip solutions are
available under 802.11h for operating Wi-Fi in th&Hz range in the presence of
radar.

o Frequency Hopping. It may be possible to reducetbbability of occurrence of the
radar main beam pointing towards a communicatictesy due to its rotation at the
same time as the two systems are co-channel.

Time Division Solutions
o Continuous operation of both sharing services wlty short timescale interleaving
0 Operation of just one system at a time, at diffepamiods of the day for example.

Antenna solutions

o Sharing with certain antenna system can be quiigiezft, for instance sharing with
satellite communications or fixed links where the#eana direction and beamwidth
can provide a lot of mitigation.

0 Smart antenna solutions where the interferencekaawn/mobile.

Software solutions

0 Recognition and cancellation of interference signal

Ref: PSSTG-REP2V1.2
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1.3 The 2700 to 3400 MHz band

Whilst there have been many studies conducted mwithé International Telecommunication Union
(ITU), European Radio Office (ERO) and other retua bodies looking for suitable frequency
bands for such a network, there are few choices. mbst suitable for this technical demonstration
are the frequency bands covered by 2700 to 3400.MHis choice of frequency bands covers many
radar systems, the main systems being air traffitrol (ATC) radars at 2700 to 2900 MHz and 2900
to 3100 MHz and civil maritime navigation radarsMRs) in the band 2900 to 3100 MHz
(principally centred around 3050 MHz). Other maimary users of these frequency bands are
military radars operating over the entire 270040@BMHz band.

2. Previous Studies

Various compatibility studies have been carriedwhich look at interference effects to radar from a
range of radiocommunications technologies. Somenples are given below.

2.1 Ofcom UWB Trials

A series of UWB to radar trials were carried oubtigh the Ofcom PSST Group. These trials helped
to develop both initial acceptance criteria and afeasurement methodologies.

2.2 QinetiQ Fraser Study

The QinetiQ Fraser study [1] reports on conductedsurements of a range of interference source
including pulsed UWB on 4 maritime radio-navigati@dar systems operating between 2.9 and 3.1
GHz and 9.3 to 9.5 GHz. The radar rotation efi@as introduced using time gating. The main
objectives of the trials as outlined in the repeete:

1. To quantify the capability of maritime radio-naviiga radar’s interference rejection
processing to mitigate unwanted emissions frontaligpmmunication and radiolocation
systems as a function of their power level.

2. To develop I/N protection criteria that would mitg these unwanted emissions in maritime
radio-navigation radars.

3. Contribute to the revision of ITU-R M.1313 includithe data from these trials on protection
criteria, thus enhancing the protection to maretfety of life radar systems as mandated by
International Marine Organisation (IMO).

In the report, four radars (QF:A, QF:B, QF:C and@Frwere tested for using the measurements
setup shown in Figure 2 [1].

Ref: PSSTG-REP2V1.2
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Target
Generator

RF Radar
Combiner LNA
Front end
n L4
. DMT Radar
é:;::lllllfl : n Generator Mixer
Spectrum Radar
Analyzer ] IF Circuitry
Radar Signal
Frocessing and
FPI Display

Figure 2: Example of QinetiQ conducted interferenceests for S band radars.

The following different interference sources wesedito test against the four radar systems:

1. Pulse

2. Digital Mobile Telephony (DMT) using CDMA technolgg

3. Electronic News Gathering (ENG) and Outside Broaticg (OB)
4. UWB

The interference sources were “gated” or turnedoora time equal to the main-beam dwell time
during the target generation in order to simul&ie ¢ffect of the radar’s antenna sweeping past a
stationary emitterFor these specific trials the target generator seisto simulate a°2antenna
horizontal beam-width, which is approximately tloétthe installed radars. The generator was set to
the shortest pulse with the appropriate PRF.

Radars QF:A and QF:C operate in the S band andg&¥aB and QF:D operate in the X band. The
radars used in the study are regarded as typicadrtugeneration maritime radar and the variations
Ref: PSSTG-REP2V1.2
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receiver processing techniques are representdtive onany different systems that will exist ovee t
next decades.

For other interference sources the results show thadars QF:A and QF:B produced gradual
degradation of performance as the intensity ofitiderference is increased, because of the form of
video processing used by radars. An example ofrtbasured probability versus I/N is shown below

[1].

Radar A

r r v
Bazeline = 0.93 +-0.01&

—————

H——yE EMNG OB intedersnce G4 QAN
——=a Pulsed interference 1 us 0.1% dc
4—— Pulsed interference 2 us 0.1% dc

Pulsed interference 2 us 1% dc
A Pulsed interference 1 us 1% dc
EMG OB interference 16 QA

w—% COMA 2000 interference

B—-=5 COMA wideband interferencs
G— Ultrawideband interference 10 MHz dithered

B

Frobability of detection, (percznt)
=
|

0.2

0.1

28 6 3 ] 3

o
o
—
2
—
(4]
—
==}
%}
=
b
L
B3
1
fad
[ %5}
[75]
=l
&l
[95)
7=

I/M ratic of interference, dB

Figure 3: QinetiQ Fraser trial results for radar QF:A
Radars QF:C and QF:D use some other form of videogssing consisting of seven video detection
levels, resulting in almost a “step function” detation of performance.

The study shows that for maritime radio-navigatitonoperate at 90 % detectability the I/N from
UWB sources must be at least —12 dB or less (exiatipg the graph would give an I/N of about —15
dB), which is less than the recommended ITU praactriteria as stated in Recommendations
M.1313 and M.1464.
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3. Radar Acceptance Criteria

There are several different criteria that couldused as acceptance criteria for radar including I/N
measurements and Probability of Detection (Pd) oreasents. After consultation with the CAA,
NATS, MoD, MCA, BAe and Thales a provisional acesme criteria of a non-interference
probability of target detection (Pd) level of 90%daassessing where the onset of interference
occurred has been used for these measurements disdussed further in Annex A.

The criteria and methodology used for these radiateission interference measurements on radar are
still under-development and the results here atalimesults. Further measurement and modelling
work will be reported on by the end of 2007.

There is a range of potential radar processingiatetference protection that could be available on
each radar. It is important to consider how thesghriiques would mitigate against the various
modulations schemes used for the interference esulhere possible, Pd monitoring is made of
both the radar PPI screen (which has processiig.eg@applied) and the “raw data” extracted before
the video processing.

The sharing criteria is likely to be refined oviee next 12 months following additional input frohet
public spectrum regulators.

4. Measurement Configuration

The general measurement configuration is shown igurE 4. The transmitting antenna and
instrumentation trailer were located at a fixedatise of from the radars.

Radar bore-sight
T bt ) ge T

_________________ Interference Tx anten

""" ]

Target generator \
Rx & Tx antennsa

Fixed distance to radar '_rarget generator |nstrumentation

»

trailer

Figure 4: Schematic view of radar tower and interérence transmitter.

Two different sites were used. At Site 1, the ragsed was Radar B, the distance from the radar to
the interference transmit antenna was 358m, andligtance from the radar to the target generator
transmit antenna was about 350m. At Site 2, tharraded was Radar C, the distance from the radar
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to the interference transmit antenna was 120mtfandistance from the radar to the target generato
transmit antenna was about 130m.

The target generator and interference transminaatewere located in the same orientation from the
radars. The interference transmitting antenna (EN3CTH double ridge waveguide horn) was
oriented for horizontal polarisation at a heighapproximately 3.5 m above the ground. The antenna
was energised from the signal source(s) via low tmaxial cable.

Photographs of the measurements made at Site ¢haven in Figures 5 and 6. Figure 5 shows the
target generator antenna and the comms interfergansmit antenna, looking towards the radar,
although not in exactly the same line. Both antsrware in line with the radar.

P—

FTG Rx/Tx antennas\

Comms Rx/Tx antenna

Comms eauioment ' m FTG equipment

Multipath fence

Figure 5: View of target generator and comms interence transmit antennas towards the
radar.

Figure 6 shows the view from behind the comms fatence transmit antenna towards radar C.
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Figure 6: View from behind the comms interferenceransmit antenna towards radar C.

With the simulated targets correctly configuredteiference waveforms were then transmitted
towards the radar on the same bearing as the tgegetrator. The effect of this was to increase the
level of background noise, causing the CFAR ofrtiar processing to raise the relevant thresholds
and hence reduce the number of detections of the fargets. Measurements were made of the Pd in
the presence of a number of different power legélsommunications interference, allowing the trials
team to determine the minimum power required tseauPd degradation.

4.1 Radar Configuration
4.1.1 RadarB

Radar B is an S-band, medium-range maritime slawneié radar primarily used for air situational
awareness and target indication. Radar B uses #lmam, phased-array antenna that rotates at 30
rpm. By using this multi-beam antenna the radabie to achieve 3D surveillance of its environment.
The electronic antenna contains a number of modhisallow pre-amplification and beam-forming.
The transmitter power is supplied by a travellingve tube transmitter and the radar incorporates a
range of electronic protection measures which ohellow sidelobes, frequency agility, multiple
beams and variable waveforms. The radar can baitggkin a range of modes to allow the detection
of different target classes.

During these trials, Radar B was operated in sifiglguency mode, with all processing turned on
except side-lobe cancellation (SLC). All interfesenmeasurements presented in this report were
performed in normal mode, using the MTI video feexplayed through the PC digitised display.
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41.2 RadarC

Radar C is a maritime navigation radar designediseron any large ocean-going vessel for collision
avoidance and situational awareness close to sfibeeantenna is a 3.7m slotted waveguide array
which gives a narrow azimuth beamwidth and a laelevation beamwidth. This allows
discrimination between small targets in azimuthlevait the same time giving good coverage of the
sea surface from close range to the horizon.

Radar C uses a 30kW magnetron as its source doyensolid state pulse forming network. It can
generate three different pulse widths (0.05, 0.88 @.75s) depending on the range setting and
operator preference. The pulse repetition frequ€R&F) is different for the three pulse widths. The
short and medium pulses have a PRF of 1800 Hzhenlbihg pulse has a PRF of 785Hz.

The receiver has a low noise front end drivinggatithmic detector. The intermediate frequency (IF)
bandwidth is centred on 60MHz and has two settittgare is a wide setting of 20MHz for the short
and medium pulse modes and a narrower 3MHz sdtiinigng pulse mode.

The display unit uses a 17” thin film transistoonitor which displays both the radar picture anfil so
key controls which are operated by a tracker Gélere are controls for sea and rain clutter redaocti
as well as the display gain and tuning (e.g. autmnfilequency control). Normally these would run
on an automatic setting to adjust for changing d¢@ns. However, for this trial the rain, sea araing
controls were left at fixed values to avoid affagtiany Pd counts taken from the display. A sector
blank was in place to protect another trial runniidhe site at the same time; therefore, the gunin
control was left on automatic to allow the radaregtune during each sweep. The azimuth position of
the targets was chosen to allow the radar the maxitnansmission time before detecting them. The
radar picture was set up manually using the ra&a,sd gain controls by an expert from the maritime
and coastguard agency (MCA) on 11 April to provadéypical’ picture used on ship.

For these trials, radar A was set to long pulseeangiving a maximum range of 12nm.
4.2 Radar Target Generator

The target generator used was provided by FR Andtid (Cobham Plc) and a detailed description
is provided in Annex B. Three simulated targetsamfar B are shown below.
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Radar
3 targets used

for trials

Figure 7: The three MTI targets used for the trialson radar B.

The FRA target generator allowed the targets talteged in a number of ways. Amplitude, range and
Doppler shift of the targets was controllable, adlvas generating additional clone targets displace
in range behind the original. The targets could &lks moving or stationary in range.

The target generator was a S-band E300 Pod Tegtviliech comprised a digital radio frequency
(RF) memory (DRFM) system and a digital frequengcdminator (DFD) along with control and
power systems. Using the DFD, the start and steguincies of the target generator's pass band
could be adjusted so only the victim radar freqienevere allowed into the target generator. This
prevented any simulated targets being generatehppther radar systems in the area.

The DRFM generates pulses in response to the sigaal with the appropriate delay to give the
correct range. The input signal level is adjuststhg the threshold attenuator so that the target
generator triggers with each rotation of the victedar. The output power of the DRFM is -3dBm.
This can be reduced using the output attenuatoATRBefore the final output amplifier.

FRA also supplied data to allow calculation of #wivalent RCS with a given RSAT at a given
range.

The target generator was combined with antennts)uators and cables. Separate transmit (Tx) and
receive (Rx) antennas were mounted on a lattice. rBésp attenuators were put in-line on both Tx
and Rx paths to give greater control of the poweels.
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4.3 Pd Monitoring

Two methods of Pd monitoring were used:
DCMR PC display
Radar PPI screen

4.3.1 DCMR PC Display

A digital civil marine radar (DCMR) personal comput(PC) was used to display the radar plan
position indicator (PPI) display. This data wasorded in real-time to an Excel spreadsheet. In
addition, a Hindsight Witness radar video data meq which records the radar PPI display onto
videotape in a bespoke S-VHS format, was usedgtucadata during the Pd measurements of Radar
B at Site 1. The DCMR equipment (consisting of avdth a video digitiser card) was connected via
a serial interface to the Witness recording cabifie¢ Witness system was configured to record both
normal and MTI radar data for the Radar B recorsliigpdar B digital partial plot and plot data was
recorded using the a multipurpose universal gate(yG) recorder connected to the radar B
processing cabinet. This provided all the partlat pnd plot streams from radar B in a serial fdarma
together with the azimuth reference pulse and dakinmuontrol pulse information to the MUG
recorder. A global positioning system (GPS) reaeivas connected to the MUG recorder to time-
stamp all the data. This data can be replayed #feetrials. Environmental data was recorded on a
daily basis. The data captured was date (dd/mmjyyime (UTC), air temperature (°C), light
intensity (W/m), relative humidity (%), pressure (mbar), wind epémsi) and wind direction (°).
Data was recorded every minute and averaged oxenfinutes.

4.3.2 Radar C PPI Display

For radar C at Site 2, the DCMR PC was again usetbhduct visual ‘blip’ counting of the false
targets. This equipment was connected directhhé&radar C slave junction box. This provided the
raw video data streams. Complications arose wiitguie radar C input to the DCMR PC due to the
nature of the available video feed. The internaicpssing of the radar occurred inside the main
display cabinet and is not included in the outpgdew; the video signal that was fed into Witnesd an
through to the PC digitiser and display was unpmeed raw video. Also, the parameters involved in
the internal processing of the radar were not kjedefined or user-selectable (such as gain), and i
was not possible to turn off the display fade. Timade it impossible to precisely replicate the
processing of the radar using the radar video p=icg (RVP) software. The fading and graduated
radar display also meant it was potentially diffica produce an accurate blip-to-scan count.

To enable a robust blip-to-scan count to be madiged threshold level was introduced of 120 on a
scale of 0 to 255 on the 8-bit digitised signalisTivas the minimum threshold level that would
produce a display that was sufficiently free froloitter and noise to enable the targets to be ifieati
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with a good degree of confidence. To further inseethe chances of correctly identifying targets,
range rings were placed on the display approximétem from the target position, and the screen
was blanked at approximately 10° above and belevedéimtre of the target returns.

Environmental data was recorded on a daily basrggus QinetiQ weather station. The data captured
was date (dd/mm/yyyy), UTC, air temperature (°@ht intensity (W/m), relative humidity (%),
pressure (mbar), wind speed (thsand wind direction (°). Data was recorded evetpuie and
averaged over five minutes.

At site 1 using radar B, the Pd was monitored usim¢ghe DCMR PC display. At site 2 using radar C,
the Pd was monitored using both the DCMR PC displag also the radar PPI display screen, as
shown below.

5 radar targets on
radar C

Figure 8:Photograph showing display of radar C with falaggets at 325°
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4.4 Pd Setup

The target generator, detailed in Annex B, was tsenteate a set of artificially-created targetstse

a Pd of 90% in the absence of the interferenceakidgn practice, due to variations in the Pd over
time, the aim was to maintain the Pd within preeagracceptable bounds of 80% to 95% to ensure
that interference effects could be detected cdyrect

A target blip count consists of counting the prdioor of scans that a target is visible on the digpl
over a large number of samples (typically betwe&® 4nd 750 samples). Five statistically-
independent non-fading targets were used whereilp@sand counted individually, allowing the
actual number of scans to be reduced by a factfivefgiving a requirement for between 90 and 150
scans, or three to five minutes of data. Priorpgplyng an interference signal, the simulated terge
produced by the FRA FTG target generator wereos@0% Pd by a trial and error method, consisting
of systematically altering the output gain of thHEGFand measuring the resulting Pd’s using a series
of false target ‘blip’ counts. Given these resduittsyas possible to adjust the output power ofRfi&,

and the Pd was then confirmed by at least one measmt before interference tests commenced. It
was hecessary to repeat the Pd setup tests eadhingioend then regularly check the zero-
interference Pd (approximately every 30 minute®risure that it did not drift.

All of the targets were set up to give the sameaPdifferent distances, and therefore represented
targets that have a cross-section that increagashgiance from the radar. This has the advamage
giving a larger set of Pd data for direct compariso

The criteria for counting radar plots was agreedansultation with radar experts. The criteria was
count anything that appears on the screen as attaggen if the target has been dimmed. The
rationale is that a tracker would still identifyigtas a target. There is some variation on whigeta
appear on any individual scan and the variatioméwidths of the targets. This is because thestarg
are just above the threshold of detection and #ni@ations are due to random radar system noise. The
following method was used for determining the Pd:

Anything that appeared in the video/on the screes wonsidered a target as it would be
picked up by a tracker

The number of targets were counted for each swee @ercentage determined
This was then averaged over about 100 to 150 swk@sto the limited time available,

ideally more time would be used to obtain the ayeya

For the measurements on radar B at Site 1, thettavgere placed at 9.5, 10.25, 11, 11.75 and 12nm
ranges, at stationary points and notionally witl®dk2® Doppler shift applied. However, during the
analysis it has become apparent that due to a teripinetation concerning the operation of the FRA
FTG target generator, the targets in fact had Bmppler shift applied. The target range settings
meant that the inner two targets were within thesgiity time control (STC) region, which affected
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the detection statistics and so these targets @eleded from the Pd measurements. The outer three
targets were outside the STC region but withinNfi@ region, making them suitable for use in the
analysis.

Radar C was set to long pulse mode, giving a maximange of 12nm. The targets were set up in the
same configuration as for radar B at Sitel, althowith the five false targets placed at 8 to 12nm
with 1nm spacing. As before, the output gain of @A FTG target generator was systematically
altered and Pd counts were taken, to enable tgettato be configured to give 90% probability of
detection on the DCMR PC display.

4.5 Multi-path

Tests were made prior to testing to identify argniéicant multi-path problems such as deep nulls
that would significantly affect the measurementsiswas done by placing a receive antenna (EMCO
3115 double ridge waveguide horn) at the top ofréltar tower and transmitting CW from the UWB
source location. It was determined that there weresignificant nulls, although site 1 was quite
cluttered with buildings. Targets sometimes appkare the radar screen from slightly different
azimuth angles and it is thought that this couldehbeen due to on site reflections from a metallic
fence nearby or buildings.

5. Communications Systems Used
Two types of communications systems were used:

Signal generators which just provided a sourcentd#rference for the radar, all operating at the
radar frequency

A Wi-Fi laptop to router link which allowed bothterference to the radar and from the radar to
be assessed

5.1 Signal Generator Sources
The signal generator interference sources used were

Additive White Gaussian Noise (AWGN ) as a refeeesource
GSM

3G

WiFi (802.11.a and 802.11.9)

WiMax (OFDM)

All of these sources were generated using a sigeakrator allowing the different modulation
schemes to use a carrier frequency in the bantedbtband radars.
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5.2  Wi-Fi Link

The WiFi-to-WiFi link operates on both 802.11.a a8@2.11.9. The Wi-Fi signals are up/down
converted so that they can be radiated at the nextjéiequency e.g. 3 GHz. The system was designed
to allow the following scenarios:

Wi-Fi to radar interference
Radar to Wi-Fi interference
Dynamic Frequency Selection (DFS)

A schematic of the system is shown in Figure 9.

2.4 GHz e.g. 3GHz 2.4 GHz
Laptop || Frequency J L Frequency Access
converte Omni/  Smart | onverte > Ppoin
Antennas

Spectrum _I

Analyser

Antenna

Environment monitor

Figure 9: Wi-Fi link with Environmental Monitor and Dynamic Frequency Selection

The Dynamic Frequency Selection (DFS) operatiatissussed further in section X.

6. Results for Communications Interference into Rad ar

6.1 Pd Setup
6.1.1 Pd Set up for Site 1 with Radar B

Pd set up tests were conducted on the morningAqir, and the results are shown in Figure 10. The
line labelled ‘NEMESIS’ is a theoretical curve frothe Naval Electromagnetic Environment
Simulation Suite (NEMESIS) radar model that prodliesm output of Pd vs. signal to noise ratio
(SNR). This has been approximately aligned (by éyehe x-axis with the measured data, and is
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intended to provide a guide to the expected shageskpe of the graph only, not absolute values.
This is true of all NEMESIS data presented in tkysort.

Figure 10: Pd setup results for 3 April at Site 1 for radar B

These tests showed that an FTG target generatoino§ab0.5dB was required to give 90% Pd targets
and were completed at approximately 13:30. Thidingetwas used during subsequent CW
measurements, up to 14:15 when the Pd was shohawvtorisen from 88.8% to 95.0%. To correct for
this, the FTG gain was reduced to -52.5dB, reduttiegPd to 89.1%.

Pd set up tests were performed on each day ofitdeahd the Pd was regularly checked to ensure
that it stayed with the acceptable margins of 80%95%. On the morning of 4 April between 08:00
and 10:10, the Pd was set to 89.2% by setting th@ gain to -50.0dB, although with some
variability in the Pd. Following a single interfae measurement and a time of approximately 16
minutes, the Pd was found to have dropped to 66v@th,outside the acceptable margin. Alterations
to the FTG gain from 10:20 to 11:00 were not susftésat returning the Pd to 90% and the
experiment was abandoned until the afternoon.

At 14:00, following checks of cables and equipmétd,set up tests resumed and 90% Pd was now
found to require -33dB of FTG gain, meaning thab#i® more power was being output by the FTG
to give the same target detection probability. Tat is shown in Figure 11.
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Figure 11: Pd setup tests on"4April at Site 1 for radar B.

Pd set up tests performed on 5 April and 6 Aprileg80% Pd at FTG gains in the region -32dB to -
37dB, as shown in Figure 12. The required gainngdidreduce back to the -52dB seen on 3 April and

the morning of 4 April.
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Figure 12: Pd setup tests on"5to 7" April at Site 1 for radar B.

Given that the power being output by the FTG haseimsed by ~20dB, it appeared that a significant
change had occurred in either the receiver systetheoenvironment. For this reason, results taken
after 3 April are not valid and can’t be used teess the effects of the communications waveforms on
target Pd. This was later confirmed by repeatimgeasurement of the effect of 802.11b interference,
as discussed later.

Throughout this trial the targets produced by tAi&Hid not have a Doppler shift applied. As these
measurements were taken using the MTI video femd, within the MTI region of the radar, a
significantly stronger FTG signal was required ¢omparison to the December 2005 UWB trial) to
overcome the MTI filters and make the targets lésitn the PC display. However, this will still
produce valid measurements of the effects of conmrations to radar interference since only the
cells containing the targets will be subject to rtneding, if any. The rest of the scanned area will
remain unaffected. The introduction of interfereved cause the effective background noise to
increase, forcing the CFAR processing to raisetlihesholds as appropriate, and this will have the
same effect of decreasing target Pd as if the t&wgere not being passed through MTI processing.

Despite the lack of Doppler shift, the targets waik maintained at 90% Pd (albeit at a signal pow
that would have given a significantly higher Pd witasot for the MTI filtering). This means it was
still possible to successfully detect and quariifiydegradation.
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6.1.2 Pd Set up for Site 2 with Radar C

The Pd set up results for 11 April at Site 2 fataiaC, are shown in Figure 13.

Figure 13: Pd set up results for three periods of 11 April%ite 2 for radar C.

As shown, initial Pd set up tests gave a requiegdet generator gain of approximately -42dB to
achieve a Pd of 90%. During a period of heavy r#ie, Pd changed significantly and became
unstable, meaning that interference measuremedtsohbe suspended. However, once the rain had
passed, the Pd returned to previous levels andimenhatable. Pd set up tests from the 11, 12 and 13

April are shown in Figure 14 for comparison.
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Figure 14: Pd set up results for 11, 12 and 13 April (excludiperiods of rain)

The Pd remained relatively stable during dry pesjahd only small day to day adjustments in the
FTG gain were necessary to maintain a Pd of 90%. viiues used were -41.75dB on 11 April, -
40.5dB rising to -39dB on 12 April and -40.25dB 33 April.

6.2 Interference Test Results for Site 1 with Radar B

Once the targets had been set to a Pd of 90% @nthdad been verified by at least one further Pd
check, measurements were conducted of the effeatsriterference signals had on target Pd. Due to
the difficulties in correctly setting up the FTGtarference measurements were not taken everyday
and some data showed spurious results. Successsurements were taken on 3 April of CW,
802.11b and AWGN interference. These results aosvshin Figures 15 overlaid with a manually
aligned NEMESIS plot, calculated for the averaggdaPd with no interference signal, around the
time of the measurement. The NEMESIS plots ardlligstrating the expected shape and slope of
each graph only.

Ref: PSSTG-REP2V1.2

© ERA Technology Ltd



36
PSSTG Series - Report 2

Figure 15: Pd results for Site 1 with radar B on 3 April.

Using the NEMESIS theoretical curves (that havenbakigned by eye to the trials results), the
interference power necessary to cause a 5% redunti®d can be determined. This is a 5% reduction
from the average zero-interference Pd at the tirhéhe measurements. This gives a 5% Pd
degradation at approximately - 46dBm/MHz for CWemgrence, -52dBm/MHz for AWGN
interference and -57dBm/MHz EIRP for 802.11b irdeghce.

In order to confirm that the lack of a Doppler-shiés not invalidated the results from 3 April aslw
Figure 16 compares the results obtained for CWfertence on 3 April with those produced during
the UWB repeat trial of March 2006, using the gibased target generator (GBTG) to produce the
false targets, instead of the FTG. The GBTG isnaleppendent system and the targets had a Doppler-
shift applied. This configuration required a veiiynigar level of interference to cause a 5% Pd
degradation (approximately -50dBm/MHz for March 80€ompared to -46dBm/MHz for April
2006).
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Figure 16: Pd degradation due to CW interference toadar B on 8" March and 3° April.

6.3 Interference Test Results for Site 2 with Radar C

6.3.1 CW Results

The results for radar C using CW interference amws in Figure 17. This shows the measured “raw
data” from the DCMR PC display and the measuredetst data” from the radar PPI display which
includes the radar video processing gain etc. Eiddralso includes the modelling of the raw data. |
can be seen that there is quite good agreementbetthe measured and modelled raw data. There
was limited screen data captured for this assedsiawerit is difficult to make any meaningful
comparison between the raw data and screen data.
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Figure 17: Comparison of “screen data’, “raw data” and modelling of “raw data” for CW
interference.

6.3.2 AWGN Results
The results for radar C using AWGN interference &ilrewn in Figure 18. This shows the measured
“raw data” from the DCMR PC display and the meaduiscreen data” from the radar PPI display

which includes the radar video processing gain Bte results are shown for three different target
generator attenuator settings of 39 dB, 40.25 dB44n5 dB.

For each target generator setting, there is a/fgobd agreement between the raw data and thenscree
data for the onset of interference, and theretite Itifference between the 40.25dB and 40.5 dB
setting results at the onset of interference.

The results using the screen data method tendl toffanore quickly than the raw data results and i
general the raw data results tend to predict leas ampact than the screen data.
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Figure 18: Comparison of “screen data” and “raw dda” for AWGN results.

Figure 19 compares the measured and modelled réavresults. There is quite a good agreement
between the measured and modelled results foatgettgenerator settings of 40.25 dB and 40.5 dB.
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Figure 19: Comparison of “raw data” measured and mdelled results for AWGN.

6.3.3 Wi-Fi—802.11.b Results

The results for radar C using Wi-Fi 802.11.b irteghce are shown in Figure 21. This shows the
measured “raw data” from the DCMR PC display aredrtieasured “screen data” from the radar PPI
display which includes the radar video processiaip @tc. The results are shown for three different
target generator attenuator settings of 39 dB, dB.0
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Figure 20: Comparison of “screen data” and “raw daf” for 802.11.b.

The Pd drops considerably for lower Wi-Fi powerdlsvand the reason for this could not be
determined within the time available. If the drdpai lower levels

Apart from this drop-off in Pd at lower interferenkevels, as the interference levels are reducae th
is a fairly good convergence towards the 90% lavabout 8dB on this relative scale.

As with the AWGN data, the Pd measured using theescdata method seems to produce good
agreement with the raw data in terms of the 90%eRel, but drops off more quickly with increasing
interference.

Figure 22 compares the measured and modelled ravreksults. There is a fairly good agreement.
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Figure 21: Comparison of measured and modelled 8QPL.b results

6.3.4 Wi-Fi—802.11.g Results

The results for radar C using Wi-Fi 802.11.g irdeghce are shown in Figure 23. This shows the
measured “raw data” from the DCMR PC display arelrtfeasured “screen data” from the radar PPI
display which includes the radar video processiagn gtc. The results were taken using a target
generator attenuator settings of 39 dB.

Although the Pd results using the screen data rdethowed a drop in Pd, the results with the raw
data did not show a reduction even with the interfee level 10 dB higher than required for the bnse
of interference with the screen data.

Figure 24 compares the 802.11.g results to the AWeEdIts. It can be seen that the levels of
interference used were high in comparison to these for AWGN.
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Figure 22: Comparison of “screen data” and “raw dat” for 802.11.g.
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Figure 23: Comparison of 802.11.g and AWGN data.
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6.3.5 GSM Results

The results for radar C using Wi-Fi 802.11.g irdeghce are shown in Figure 25. This shows the
measured “screen data” from the radar PPI displaigiwincludes the radar video processing gain etc.
No “raw data” from the DCMR PC display was takere do time constraints. The results were taken
using a target generator attenuator settings afB9 The results are compared to the AWGN Screen
data measurements.
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Figure 24: Comparison of GSM and AWGN using Screedata results.
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6.4  Variation with Type of Communications System

The relative effect on the radar Pd versus interfee level for each type of interference is shawn i

Figure 26. This data was gathered from the rad@PCdisplay screen.
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Figure 25: Relative effect on Pd for each type ofoecnmunication system interference.

It can be seen that higher levels of GSM were requio cause the onset of interference than for the
other systems. This is because the GSM system ehasn200 kHz wide whereas the other
interference systems are wider band than the radhaich are typically several MHz wide. The 3G
system has a channel bandwidth of 5 MHz, the W8ystems used had a channel bandwidth of 22
MHz and the AWGN and OFDM sources used a chanmeleialth of 80 MHz.

There is no conclusive reason for the differencetsveen AWGN and the 3G, Wi-Fi and OFDM
systems and this may be due to either a divergieagenoise-like behaviour due to some correlation
in the signal (possibly due to finite psuedo-randmdes used in the signal generation) or just due t
measurement uncertainties due to both the limitetd det obtained and the potentially subjective
aspect of some of the data collection.
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7. Results for Radar Interference into Wi-Fi 802.11 .b

Radar interference into a Wi-Fi link was assessechbasuring the change in the Wi-Fi throughput.
In addition, CW and AWGN were used in additionhe tadars as interference sources.

The effect of interference on the Wi-Fi system wependent on both the wanted carrier level (C) and
the unwanted interference level (I). These levelsewdetermined by the wanted and unwanted
transmit powers and the distances between thersagers shown in Figure 27.

Wanted Carrier level Distance between
at WiFi terminal,C WiFi terminals
— Access Point
Laptop WiFi | < 7'y > WiFi

Unwanted interference
level at WiFi terminal)

Distance between
WiFi and radar

\4

Radar

Figure 26: The interference effect on the Wi-Fi syem was dependent on both the wanted
carrier level and the unwanted interference level.

A there was limited space available on site, anoriter to maintain a consistent quality of conrgecti
between the Wi-Fi laptop and access point, it watspnactical to vary the received power from the
radar by change the distance between the Wi-Fidiné the radar. It was also not practical to put
attenuation in the radar chain in this case in otderary the radar transmit power level. In aadudifi

in order to change the Wi-Fi link quality in thesaince of interference, the distance between the two
Wi-Fi terminals needed to varied.

Instead of varying the distance between the Widfiminals, and between the Wi-Fi terminals and the
radar, this was achieved by using attenuators@srsin Figure 28.
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Attenuation increases the effective distance baivilee two Wi-Fi terminals

< >
Laptop | | Mixer | | Filter | | Combiner | | Attenuator | | Mixer | | Access Point
Wi-Fi | “A” Wi-Fi
Signal J A Splitter — Spectrum Signal
Generator Analyse Generator

Attenuator

Attenuation increases the ‘B”

effective distance betweer

the Wi-Fi terminals and Antenna

the radar v

7

Interference from the radar
into the system

Figure 27: Schematic of measurement method using tahuators to increase the effective
distance between the two Wi-Fi terminals and betweethe Wi-Fi terminals and the radar.

It was found that with attenuation levels of O dBlmoth attenuators “A” and “B”, at the distance of
360 m from radar B, the level of radar interferem@s not sufficient to upset the Wi-Fi system. This
would represent a situation where the two Wi-Hkdinvere very close with a very small loss in signal
transmission level. The Wi-Fi terminal gives a measof received signal level from 0 to 100%. In
this case the received signal strength was abotd 700%.

ERA have performed measurements on a number of iWiks on site at ERA to measure the
throughput and received signal strength with distametween the access point and laptop in an open
area. A received signal strength of 5% is aboutithi below which the Wi-Fi link throughput drops
out in the absence of interference. Figure 29 shgpisal throughput versus range results for a Wi-F
link based on the measurement of a number of ptdgipes in an open area. In an enclosed area such
as a domestic property or office the throughput eibp off faster due to wall and floor attenuation
Typically though, the received signal strength inaajacent room is quite good and the throughput
might be expected to drop to about 4 to 8 Mbits/s.
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Figure 28: Measured typical Wi-Fi throughput versusrange.

In order to achieve a received signal strength%f Eepresenting a weak but operational Wi-Fi link,
attenuator “A” was set to 30 dB. The on-site measiants using the radar as the interference source
were made using this setting. With the attenuafdriével fixed at 30 dB, the attenuator “B” level
could then be varied to control the interferenoeeliechanging the effective distance between the
radar and the Wi-Fi link.

The throughput was monitored using industry sofemahich gave information about the quality of
the Wi-Fi link such as the transmit and receiveadatoughput and the received signal strength. A
screenshot of the software is shown in Figure 30.
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Figure 29: Monitoring of the Wi-Fi throughput.

Figure 31 shows the measured throughput versuCradar B, where “I” is the received power at
the Wi-Fi terminal and “C” is the received wanted-KV carrier level at the Wi-Fi terminal. Each
individual point is a single throughput measuremeemd the red line is the average throughput over
the whole measurement period. It can be seen leathtroughput varies considerable with time but
that the average throughput level follows a defitrecid with decreasing C/I (and hence increasing

interference levels) causing a decrease in thei¢fimout.
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Figure 30: Wi-Fi throughput versus C/I for interfer ence from the radar.

The relative effect on the Wi-Fi throughput frondaa B, radar C, AWGN and CW, all measured in a
1 MHz bandwidth is shown in Figure 32. In additionthe radars B and C used for the main body of
the work, and additional radar, radar A was alsedu®r this measurement. It can be seen that the
radars all gave similar results. In addition, tlaglars started to degrade the Wi-Fi throughput at
similar levels to CW, but CW terminated the Wi-Fik more at lower levels of interference as the
CW interference was constant where as the radarfénénce was only present when the radar was
pointing towards the Wi-Fi system. The Wi-Fi systeaifers information when its link is poor and
continues to try and send information. For thissosa after each burst of interference from themada
the Wi-Fi system recovered somewhat after the rbdest had stopped.

AWGN affects the Wi-Fi considerably. The Wi-Fi sist is a spread spectrum system and
interference in one part of its channel does naessarily prevent it from working. However, the
AWGN interference was wider band than the Wi-Fitegsand was continuous.
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Figure 31: Interference to Wi-Fi 802.11.b

The equivalent radar to Wi-Fi separation distartzas€d on the attenuation levels used) is plotted
against the relative Wi-Fi performance in Figure BBis shows the performance for two situations,

where the Wi-Fi signal is very strong and whenWieFi signal is weak. It can be seen that the Wi-Fi

performance starts to degrade significantly belbwuh the 80% level. For a weak Wi-Fi signal this

represents a radar to Wi-Fi distance of about2km. For a string Wi-Fi signal this distance i®ab

100 to 200 m.
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Figure 32: Equivalent distance of WiFi from radar versus relative throughput performance, for
good and wesk WiFi reception scenarios.
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8. Demonstration of Bandsharing Technologies

A dynamic frequency shifting bandsharing demonstratas configured by ERA to give an example
of a bandsharing technology. A schematic of thelbharing demonstrator system is shown below.

2.4 GHz e.g. 3GHz 2.4 GHz
Laptop || Frequency J L Frequency Access
converte Omni/  Smart | onverte > Poin
Antennas

Spectrum _I

Analyser
Antenna

Environment monitor
Figure 33: Schematic of bandsharing demonstrator stem.

A photograph of the main components of the systershown in Figure 35. In order to achieve the
Dynamic Frequency Selection (DFS), an environmeahitor was used consisting of a spectrum
analyser and antenna which monitors the environmaedt is controlled by the laptop. Figure 36
shows the detection of a radar at about 3 GHz whashbeen detected by the software. Once a radar
has been detected, the control software comparesrdabar frequency to the existing Wi-Fi
frequencies being used and if there is the poteftiainterference, the Wi-Fi channel is shifted to
another frequency.
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Figure 34: Photograph of the ERA bandsharing demorigator.

There are existing chip-level solutions that caplapFS for Wi-Fi in the 5 GHz range. For 802.11a

to work in Europe, the IEEE 802.11h task group table formed and ratified a standard that used
two techniques to meet the continental guidelinEBC (transmission power control) and DFS

(dynamic frequency selection). TPC keeps signahgth efficient, using only enough power to reach
active users rather than using a uniform power WutpFS ensures a reduction in interference with
other systems.

However, no proto-type was available in time fas tiesting. Therefore this simple DFS demonstrator
system was built by ERA in order to demonstratepttigciple of operation and demonstrate the effect
on the radar. The DFS software on the laptop intrthe spectrum analyser to search over a given
frequency band with a given bandwidth, and scanafgiven period of time using peak hold after
which the analyser peak hold is cleared. The sScam was set to 3 seconds in order to allow at least
one sweep of the radar to occur during each scaiodpebut this can be varied. This system
simultaneously shifted the Wi-Fi frequency of thecAss Point and the Laptop Wi-Fi card without
channel reallocation. This prevented a loss of WieBnnection and downtime for channel
reallocation but it is designed just as a demotwstrand not as a commercial solution. When the
monitor is switched on, radars frequencies candieoted and when this happens the DFS software
checks whether the radar frequencies present gnéwhe existing Wi-Fi channel being used. If they
are then the channel frequency is moved out ofdtiar frequencies present.
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Figure 35: EM Environment Monitoring and Control software.

The radar screen was monitored whilst the dynamgiquiency shifting demonstrator was operated.
Figure 37(a) shows the radar screen with the Wddviice operating co-channel with the radar at a
level which removes all simulated targets from rih@ar screen. Figure 37(b) shows the radar screen
immediately after the DFS demonstrator was turrnedwdhich immediately located the radar signal,
compared the frequency to the Wi-Fi operationalnaigand then frequency shifted it.
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(@) (b)

Figure 36: Photographs of the radar screen: (a) befe the frequency shifter is applied and (b)
after the frequency shifter is applied.

In addition to the simulated targets, a real aftaran be seen flying through the sector of thearad
where the Wi-Fi interference was incident. As th@ar screen persistence is on, it can be seeththat
aircraft target return is lost over the sector wtibe interference is strongest.

0. Conclusions

Measurements were made on two S-band maritime gakimg a target generator to provide a set of
simulated targets. The radar probability of detectfPd) was monitored for a reduction when the
interference levels were increased. The interferesmurces used were AWGN, GSM, 802.11b,
802.11g, 3G, OFDM.

The criteria and methodology used for these radiatsission interference measurements on radar are
still under-development and the results here at@limesults. Further measurement and modelling
work will be reported on by the end of 2007.

There are different requirements and different ap@nal conditions for each of the radar operators
and regulators such as the Civil Aviation Authoi@AA), the National Air Traffic Services (NATS),
the Ministry of Defence (MoD) and the Maritime a@dastguard Agency (MCA). After consultation
with the CAA, NATS, MoD, MCA, BAe and Thales a prsional Pd level of 90% in the absence of
interference was agreed for these tests.
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A limited set of data was obtained due to problemih the setup of the radars and the target
generator. More detailed measurements would beireshun order to reduce measurement
uncertainties.

The Pd was monitored using both a PC-based mamgtddol to extract “raw’data before the PPI
display processing, and also by monitoring theet@rgn the radar PPI display.

The results show the relative impact of differerddmlation schemes and demonstrate that systems
with channel allocations significantly less thae ttadar channel width might be able to operate at
higher powers than wideband systems such as 3Gi-6ii Bt further investigation of the results is
required.

In addition, interference to the Wi-Fi system wasnitored by looking the data throughput versus
different levels of interference. The Wi-Fi link ajity was varied using attenuators, effectively
changing the Wi-Fi access point to laptop distafides effective radar to Wi-Fi distance was also
varied using attenuators. The initial results shinat for a weak Wi-Fi link the radar starts to
significantly affect the Wi-Fi at distance of abduto 2 km, and for a strong Wi-Fi link this distan

is reduced to about 100 to 200m.

A simple dynamic frequency selection (DFS) dematetr system was used which monitored the
environment for radar signals and when this wasaled the control software check whether the
radar frequency coincided with the Wi-Fi channeid af so the Wi-Fi channel frequency was
changed. This was successful in removing the ietenfce from the radar screen.

10. Reference Material

[1] QinetiQ, “Report on UK/Marine Radar Trials”, RBontract No. AY4399, July 2003, Issue
1.2
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11. Annex A: Radar Acceptance Criteria

There are several different criteria that couldused as acceptance criteria for radar including I/N
measurements and Probability of Detection (Pd) oreasents. Radar clearance procedures exist for
the procurement and installation of radars butethigisome variation in the set-up and measurements
for different radar operators and regulators e JANATS, MOD and MCA.

As far as possible, the measurements should betolgieand should take into account the practical
experience and real operating conditions used,thedesulting variations. A practical worst-case
measure should be used which reflects the safelifeatequirements of the radar operation.

The acceptance criteria for the radar should thimwadetermination of the UWB effective
isotropically radiated power (EIRP) levels, vergslistance, that cause interference to ATC type
radars.

The main criterion for assessing the interferenifects in these measurements was using a non-
interference probability of target detection (Pdydl of 90% and assessing where the onset of
interference occurred. The uncertainty in the memmants made this a difficult task, due to
variations in the Pd with no interference presand it is thought that anything more accurate than
about a 5% decrease in Pd could not reliably berated.

11.1 Types of Radar Errors due to Noise
UWSB interference to radar systems could causedt@nfing affects:
Range reduction
Azimuth accuracy
Variations in the probability of detectiony P
Variations in probability of false alarm;,P
Saturation of receiver front-end

False alarms require higher levels of interferethea for the disappearance of targets (which would
be measured by probability of detection, Pd). Thresasurements concentrate on the probability of
detection, Pd. This is also consistent with preyistudies in this area.

11.2 Probability of Detection versus I/N Measuremen ts

Although probability of detection, Pd, is wherecesrdue to interference would appear at the end of
the processing chain, other measures of interfersnch as interference-to-noise (I/N) measurements
can be made earlier in the processing chain. Alfiegbblock diagram of a radar system is shown in
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Figure 9. Each of the main processing blocks of#lgar (RF, IF, video) will vary from radar to rada
and the variations can be quite considerable.

Typical Radar Environment

Antenna & Front-end
Antenna

Duplexer and Filter

RF Processing RF Pre Amplifier

Mixer

IF Processing Amplifier

Detector

A/D Conversion

Video Processing

Signal Processing

Data Processing

Display

Figure 37: Simplified block diagram of radar receiver processing.

There is some variation in the IF processing stages in different radars and different measurement
studies have presented results which are meastuudiffeent parts of the IF stage which will affect
the results. It has been suggested that the IFurerasnts are made just before the detector which is
the last analogue stage before conversion to Hgjgaals for data and video processing.

There is a range of potential radar processingiaiedference protection that could be available on
each radar and these are divided into three melimigues:

Geometric interference protection techniques egtos blanking

Frequency domain interference protection processiggfiltering, down conversion techniques,
frequency agility, out-of-band interference traps e

Time domain interference protection processing 8ansitivity Time Control, Constant False
Alarm Rate (CFAR), Matched Filter Receiver, Puls¢tétn Correlation etc
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It is important to consider how these techniquesild/ionitigate against both single and aggregate
UWB interference, which can be considered botheibke and also pulse-like. Consideration must
be given to the success of these techniques féyjttst I/N protection criteria.

It is likely that in the future the digital portiarf a radar system will gradually move further tods
the antenna, enabling the detection and rejectfoimterference at an increasingly early stage in
reception using rejection algorithms.

11.3 I/N Measurements

The desensitization effect on radars from otherises that generate CW or noise-like interferersce i
related to the intensity of the interference. liy amimuth sectors in which such interference asiive
its PSD can simply be added to the PSD of the raglegiver thermal noise, within a reasonable
approximation. If the noise power of the radar rnezreis denoted by ldnd the noise-like interference
is represented by the resultant effective noise power is | + N. iAorease of 1 dB in the effective
noise power would constitute a desensitizatiorhefradar’'s receiver. Such an increase corresponds t
an (I+N)/N ratio of 1.26, or an I/N ratio of abo®tdB.

The protection criteria from UWB devices for:

1. Maritime radar is an I/N ratio of -10 dB for aggateg interference and for a single interferer.
The I/N ratio of -10 dB is contained in a proposedision to ITU-R M.1313-1 under
consideration by ITU-R Study Group 8 titled, "Tedal Characteristics of Maritime

Radionavigation Radars.”].

2. Meteorological radar in the 2700 to 2900 MHz freqgieband is an I/N ratio of -6 dB for
aggregate interference and for a single interfefigris criterion is based in ITU-R.
Recommendation M.1464].

3. Radionavigation radar is an I/N ratio of -10 dB fggregate interference and for a single
interferer. The I/N ratio of -10 dB is contained B proposed revision to ITU-R.
Recommendation M.1464].

I’/N measurements do not require reference targetset set-up and therefore are not affected by
variations in the received power from these targdtsvever, the measurements will be affected by
any significant variations in propagation condicand multi-path effects causing variations in the
received UWB interference levels. In addition, thedar transmit is turned off during these

measurements and noise levels received from oth#nces (radar returns from clutter) should be
stable, in the absence of any other radars opgratior near the same frequencies. However, tlet lev
of noise in the radar may not then represent tee daring live operation with transmit turned on.
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11.4 Probability of Detection Measurements

There are different requirements and different afi@nal conditions for each of the radar operators
and regulators such as the Civil Aviation Autho(BAA), the National Air Traffic Services (NATS),
the Ministry of Defence (MoD) and the Maritime a@dastguard Agency (MCA). There are many
points of reference including for example the Eordml method of comparing primary and
secondary radar which uses a Pd of 95%, a defideaf B0% for a 1rhtarget for surveillance radar
approaches, a defined Pd of 80% for & tamget for normal detection, and a Pd of 50% & th
represents the greatest rate of change of Pd mighférence.

After consultation with the CAA, NATS, MoD, MCA, BAand Thales a Pd level of 90% in the
absence of interference was agreed for these tests.

A target simulator was used to generate multiplgets at different distances. All of the targetsave
set up to give the same Pd, and therefore repexbéargets that have a cross-section that increases
with distance from the radar. This has the advantaiggiving a larger set of Pd data for direct
comparison. It should be noted that non-fadingatsrgvere used.

Since a value for the Pd was not directly availdbden the radars, the criteria for determining Pd
were subjectively assessed for visual degradatjoxidwing the radar plan position indicator (PPI)
display. In addition, a system recorded the PBéwifor post trials analysis. Radar parameters tha
were observed included:

dimming or disappearance of targets and the raguRd

increase in background “speckle” or noise

generation of false targets

generation of lines and spokes
The targets were generated using a target genestescribed in Section 1.3.

The criteria for counting radar plots was agreedansultation with radar experts. The criteria Was
count anything that appears on the screen as attaggen if the target has been dimmed. The
rationale is that a tracker would still identifyigtas a target. There is some variation on whicjeta
appear on any individual scan and the variatioénwidths of the targets. This is because thestarg
are just above the threshold of detection and #niations are due to random radar system noise. The
following method was used for determining the Pd:

Anything that appeared in the video/on the screes wonsidered a target as it would be
picked up by a tracker

The number of targets were counted for each swee @ercentage determined
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This was then averaged over about 50 to 100 swghkpsto the limited time available,
ideally more time would be used to obtain the ayeya
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12. Annex B: Radar Target Generator

Two target generators were used. The initial taggrerator (TG1) was provided by the radar
operators but had significant problems and evelytdailled. A replacement target generator (TG2)
was provided by FR Aviation and this was used twigie the results below. A single CW result was
obtained using TG1 and this is also provided.

Three targets were used, Figure 17, as it was rib&dhis was the highest number that could bd use
that satisfied the criteria of being far enough touhot be affected by the STC processing whilft st
being within the MTI region. Five targets were adlyl generated as this is what was done in the
previous November trial and with limited time aabile the settings were kept similar. The 3 targets
of interest are shown in Figure 17. A target getoenaas supplied by FR Aviation Ltd (FRA) for the
detailed UWB trial in December. The purpose waallmwy controlled targets to be seen by the victim
radars at a convenient range that gave low backgralutter and was beyond any short range
processing used by the radars. The target genesa®srused to place simulated targets of known
radar cross-section (RCS) within the radar covetagaable probability of detection measurements
to be undertaken.

Radar
3 targets used

for trials

Figure 38: The three MTI targets used for the triak.

The FRA target generator allowed the targets talteged in a number of ways. Amplitude, range and
Doppler shift of the targets was controllable, adlvas generating additional clone targets displace
in range behind the original. The targets could &ks moving or stationary in range.

The target generator was a S-band E300 Pod Tegtviliech comprised a digital radio frequency
(RF) memory (DRFM) system and a digital frequengcdminator (DFD) along with control and
power systems. Using the DFD, the start and steguincies of the target generator's pass band
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could be adjusted so only the victim radar freqienevere allowed into the target generator. This
prevented any simulated targets being generateahpyther radar systems in the area. A schematic
diagram of the target generator is shown in figi8delow.

Threshold 28dB RSAT 22dB

/ | -3dBm
RF | PFRM %
in / /

out

-11dB
Controller

DFD

Figure 39: Diagram of FRA Target Generator

The DRFM generates pulses in response to the signgal with the appropriate delay to give the
correct range. The input signal level is adjuststhg the threshold attenuator so that the target
generator triggers with each rotation of the victedar. The output power of the DRFM is -3dBm.
This can be reduced using the output attenuatoATRBefore the final output amplifier.

FRA also supplied data to allow calculation of #wivalent RCS with a given RSAT at a given
range.

The target generator was combined with antennts)ustors and cables. Separate transmit (Tx) and
receive (Rx) antennas were mounted on a latticd. r8&sp attenuators were put in-line on both Tx

and Rx paths to give greater control of the poweels. A schematic diagram of the whole system is
shown in Figure 19 below.
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Tx Horn Rx Horn Tx Horn
15.8 dBi 9 dBi 15.8 dBi

= 0

RF in and out to
alternate FTG

Lattice Mast
Step
Attenuator
Step

Attenuator

Threshold 28dB RSAT 22dB

-20 dBm ,F;F;'——[j—b

RF
out

Controller

Figure 40: Full target generator system used

The step attenuator was set to give a peak inputepmf approximately -20dBm. The most
commonly used target set-up was to use a setafgets (1 original with 4 clones) starting at 40nm
and spaced every 2.5nm to 50nm, with the Dopplereveorresponding to a target velocity of 200kts.
During the normal mode/MTI measurements on Rad#ri8set-up was altered to place the original
target at 8nm and 4 clones spaced 1nm behind,Dapler value corresponding to 500kts.

The variation in Pd measured at different timesubhout the day on the tMar is shown in Figure
20. It can be seen that there appears to be diwaria up to about 20%. It should be noted that th
target generator was considerably above the 90%e\rid later in the day and the target generator
level was reduced by 1 dB to bring the Pd back d@srindicated in Figure 20.
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Figure 41: Variation in Pd with time.

Figure 21 shows the variance in the power outpomnfithe FR Aviation target generator (TG2)
monitored over a period of 75 minutes. There isia@xplained peak in the output power at about 23
minutes, and the larger variation seen in the fiftsininutes of the measurement is probably due the
equipment warming up. It can be seen that theama€é was typically within £ 0.5 dB. It is thought
that at the 90% Pd level, small variations in tatgeel could cause fairly large variations in the
level.
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FRA E/F Band Test Tray
Output Power Measurements
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Figure 42: Variation in target generator output with time
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